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Welcome to the Lionheart Educational Trust's termly E-safety update!
Thisis to support parents and students to stay safe online.

This update will feature resources by the National Online Safety organisation, and these can
also be found on our school websites.

USING TECHNOLOGY TO BOOST
READING SKILLS

The way we engage with text has changed dramatically over the
years. Whether reading captions on social media, instructionsin
avideo game or an e-book on a digital device, technology plays a & @)

major role in modern literacy. - R

While traditional books remain invaluable, digital tools can
enhance readings skills by making text more accessible,
interactive and engaging.

This guide gives ten tips on how to use boost readings skills using
technology.

A FREE ONLINE GUIDE ON VIOLENT
ONLINE CONTENT

Around 70% of teenagers report that they have seen real-life
violence on social media in the past year, often from as young as
primary school age.

Just 6% of these teenagers actively seek it out; most encounter
it through group chats or social media algorithms.

This guide explores the various risks of violent online content and
offers some advice for evading the pitfalls of this type of content.
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TOP TIPS FOR SAFETY ON SOCIAL MEDIA

This generation of children are growing up in an immediate and throwaway culture when it
comes to online content and how its consumed online.

However, it's hugely important that trusted adults still offer an empathetic ear and feel able to
encourage young people to open up about their day-to-day activities.

This quide provides ten top tips for safety on social media with children.

WHAT YOU NEED TO KNOW ABOUT MAKING FRIENDS ONLINE

It's increasingly common in today’s digital world for children to form friendships with people
online that they've never met in person.

While these types of friendships offer young people a sense of belonging, they also carry
significant risks.

This quide provides tips and advice for parents on the risks and how to look out for them.

FOSTERING A SENSE OF BELONGING

Feeling a genuine sense of belonging is essential for the emotional and social development of
children and young people.

This guide provides practical strategies to help parents cultivate inclusive environments,
enhancing both academic outcomes and overall happiness among young people.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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USING TECHNOLOGY TG
BOOST READING SKILLS

The way we engage with text has changed dramatically over the years. Whether reading captions on social mediq, instructions
in a video game or an e-book on a digital device, technology plays a major role in modern literacy. While traditional books
remain invaluable, digital tools can enhance reading skills by making text more accessible, interactive and engaging.

CHOOSING THE RIG\-\T

Y TYPE OF TEXT

on occasion, digital reading pens can assist by
scanning and reciting words or sentences. These
tools are especially useful for students with reading
difficulties, and can even be used in exams if they're
part of their routine learning process. Proper
training and practice are required, but they can be
a great help when tackling printed text.

2 READING ON SCREEN &

Many devices now allow users to customise
text for better readability. Adjusting font type, size
and background colour can significantly enhance
comprehension. For many readers, white text on a
black background is the easiest to see, whereas
other styles - such as dyslexia-friendly fonts — are
designed to help those who are struggling.
Teaching children how to personalise text settings
on their devices empowers them to read more
comfortably and with greater confidence.

3 ACCESSIBILITY TOOLS

Most modern devices include built-in tools Accossibiy,
designed to support readers. These features

can be found in Settings under Accessibility and
may include text-to-speech, speech-to-text and
screen magnification functions. Enabling these tools
can make digital reading more user friendly,
especially for children with learning difficulties or
visual impairments, who might have an easier time
with spoken language than the written word, or who
might simply require a closer look at the text.

e

INTERACTIVE READING
PROGRAMMES

Many digital reading devices, such as Kindle
and other e-readers, offer features like word
highlighting, adjustable text speed and built-in
dictionaries. These tools help learners to break
down complex words and phrases while
maintaining an appropriate reading pace. Some
programmes even allow users to track their
progress, making reading a more structured and
motivating experience.

& VIDEO GAMES AND
READING SKILLS

Many video games require players to read
instructions, character dialogues and mission
objectives, making them an unexpected but
effective literacy tool. Games that involve
storytelling, puzzles or problem-solving often
include large amounts of text — encouraging
children to read these texts aloud or discuss them H
can improve their comprehension and vocabulary in
afun, engaging way.

4

Meet Our Expert

Catrina Lowri is a qualified special needs teacher and experienced

SENCO. She recently launched her own site, Neuroteachers, which offers |
a library of short, ‘how-to’ and explanation videos for educators. Catrina
also writes and delivers online training and events for multi-academy

trusts, businesses, schools and training organisations.
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Before integrating technology, consider the typiss ll
of text that a child engages with. If they need help

Watching videos with subtitles or closed
captions is an effective way to enhance reading
skills. As children watch their favourite shows or
online videos, they can follow along with the text,
'|. gaining a better understanding of how written words
lu"\E = sound when spoken aloud. This is particularly
beneficial for reluctant readers, as it exposes them to
- | words.in a familiar, gngagin.g context. Repeatedly
watching content with subtitles reinforces word
recognition and comprehension.
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7 USING AUDIOBOOKS .@‘r'

Audiobooks are an excellent way to develop &J
listening and reading skills simultaneously.

Children can follow along with the text while

listening to a narrator, reinforcing word recognition
and fluency. For struggling readers, listening to an
audiobook before attempting to read the text
independently can boost their confidence and
comprehension.

O . 1 m 1

TEXT-TO-VOICE ‘
® 2 TECHNOLOGY =

Text-to-voice software reads digital text aloud,
making it easier for learners to follow along. Most
smartphones, tablets and computers come with
this function built in. When enabled, users can
highlight a passage or sentence and press Play to
hear it read aloud. This tool is particularly helpful for
auditory learners and those who struggle with
decoding written words.

g VOICE-TO-TEXT FOR
WRITING AND READING

Voice-to-text tools allow users to dictate words,

which are then transcribed into text. This feature

helps children see the connection between spoken

and written language. By using text-to-voice to

have their dictated words read back to them,

learners can identify mistakes and improve their

reading and writing skills simultaneously. _

—

{5 SOCIAL MEDIA AND
PARENTAL CONTROLS

While social media provides opportunities for
reading, most platforms have age restrictions of
13-16 years old, making parental guidance essential.
Many social media videos include captions and
comments that can encourage reading. However, it's
important to use the platform’s parental controls
(such as time limits and content filters) to create a
safe and educational online environment for
children. Encouraging responsible social media use
can ensure a balanced and productive approach to
digital literacy.
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M% National
College’

@wake.up.wednesday o\ @wake.up.weds

' SUBTITLES AND
-1| & CLOSED CAPTIONS .

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 05.03.2025



At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

Around 70% of teenagers say they’ve seen real-life violence on social media in the past year - often from as
young as primary school age. Just 6% actively seek it out; most encounter it through group chats or social
media algorithms. From fights and pranks to hate speech and graphic media, exposure to violent content

online is more widespread — and more harmful — than many adults realise.

WHAT ARE
THE RISKS?

5 2

DESENSITISATION

Older teens may become numb to violent
content after years of exposure, admitting
they're unlikely to report it. Younger children
also tend not to report it — usually because they
don‘t believe anything will be done or because
they're afraid of being labelled a ‘snitch’ by their
peers.

\ 7 =

MENTAL HEALTH
AND TRAUMA

Children and young people report feelings of

anxiety, guilt, shame or fear after seeing violent

content. For some, these effects may be short

term, but for those with existing vulnerabilities

or past trauma, the impact can be more severe.
= Many also feel pressured to ‘laugh off’ violent

1 content to fit in with friends, even when they find
it distressing.

g

; 2 HARMFUL IDEOLOGIES
-
| BEHAVIOUR CHANGES — ,}]
5 Violent content online may overlap with U4
| Exposure to online violence can lead to racist, misogynistic or otherwise extremist
| fear and avoidance behaviours - such as ideas. These messages can dehumanise others
1 or glorify violence as a way to gain power,

popularity or notoriety. Over time, this can
normalise dangerous behaviours and attitudes
among impressionable viewers.

-

skipping school or staying indoors. When
children see weapons used in videos, it can
heighten their perception that the world is
\  unsafe and, inrare cases, increase the
.1 likelihood they’ll consider carrying a weapon

| themselves, such as a knife for protection.
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| ESCALATION AND
PARTICIPATION

Violent videos often go viral quickly. What

begins as an online argument can spill into

real-world fights — which are sometimes filmed

and shared to gain views or status. Some

children even admit to sharing or creating

violent content themselves to gain attention or
boost their reputation.

DISPROPORTIONATE
IMPACT s SN

Not all children are affected equally. Those
who are excluded from school, marginalised,
disabled or neurodivergent are often more
vulnerable to the effects of online violence. It's
essential to consider wider context — including
home life and access to safe spaces - when
thinking about potential harm.

AVOID HARSH RESTRICTIONS

Fear of punishment is a major reason young people stay silent about
violent content. Try not to overreact or threaten to take away devices.

Instead, reassure children that they can speak openly and that asking
for help won’t get them into trouble.

CREATE SUPPORTIVE SPACES

Many children feel adults are too busy or won’t understand their

experiences online. Take time to build trust through non-judgemental
conversations about what they're seeing. If they don’t want to speak to you
directly, gently signpost towards trusted services they can turn to for support.

e
" KNOW WHAT'S ILLEGAL

' Some violent content is simply upsetting, while other examples may be
criminal or a safeguarding matter that needs reporting. Help children
understand the difference by staying informed about online laws and
social media reporting procedures. A useful resource is
reportharmfulcontent.com.

(N Y
® UNDERSTAND TECH AND TRAUMA

Older children may already know how to block accounts or avoid
triggering content. Help younger or more vulnerable children learn these

tools and encourage habits that reduce exposure. Just as importantly, < 2
teach techniques that help them process distress — building resilience

and emotional literacy for both online and offline life.

Meet Qur Expert
Dr. Holly Powell-Jones is the founder of Online Media Law UK and a leading UK | .
expert in digital safety, media law, and young people. Her PhD investigates ¥ thlonal
children’s understandings of risk online. She works with schools, businesses, and T <l
universities to provide award-winning education on the criminal, legal, and '-.. CO||ege
ethical considerations for the digital age. Visit onlinemedialawuk.com for more.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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" SAFETY, ON|SOCIAL MEDIA -

Currently, children are growing up in an immediate and throwaway culture when it comes to content that's consumed
online. So much material is now deliberately created to be shorter in nature — and may often contain hidden elements such
as advertising, or extreme political and cultural views. With complex algorithms built to keep people on their phones and
engaging with social media content, it's becoming increasingly difficult to reduce time spent on these platforms.

REDUCE
DOOMSCROLLING

It's concerningly common for young people to spend
hours ‘doomscrolling’: trawling through social media
and aimlessly viewing every post they see, many of
which might make them feel sad or anxious. Social
media can be useful for keeping in touch with friends and
family, as well as staying up to date on current events.
However, it’s important to use it with a clear purpose,
instead of endlessly scrolling through content, which
could lead to young people accidentally discovering
harmful material.

AN
| » TALK ABOUT
THE CONTENT

It’'s important to keep appraised of the kind of content
that a young person is being exposed to. Discussing what
they’re watching online can help you understand why

they’re using social media in the first place. Furthermore,
ensure that children are aware of hidden content, such
as advertising of a product - and that they know how to
spot that the creator is being paid to talk about it.

5 FIND POSITIVE ‘
ASPECTS 4

Despite all the concerns, there’s plenty of wholesome
content on social media. It's worth spending time with
children to help them find something suitable and
enjoyable. Perhaps you'll even discover a joint interest,
and you can enjoy the content alongside the child. As
part of this, you should also point out why certain things
shouldn’t be given attention, explaining why it isn’t
suitable and why it's been created in the first place.

6 REDUCE NOTIFICATIONS (T}

One way in which social media platforms keep people ®,
coming back is through notifications. The algorithms
behind these apps track people’s daily habits, including
the times of the day where they’re most likely to engage
with the platform. This data is then used to deliver
specifically timed notifications to draw them back in. To
avoid young users being exposed to this tactic, simply
turn off notifications for the app in their phone’s settings.

1

LIVE IN THE
REAL WORLD

Overexposure to social media can distort someone’s
perception of the real world — from body norms

to social conventions. This filtered environment can
make it hard for young people to distinguish reality
from online content, which is now becoming even more i
difficult with the rise of Al. To mitigate this concern, take
time to teach young people how to discern truth from
fiction, both on and off social media.

7

8 DIGITAL DETOX

Encouraging young people to take a ‘digital

detox’, from even just a couple of the apps that they
use, can result in an overall reduction of screentime and H

less exposure to potentially harmful content.
Alternatively, rather than avoiding the app entirely,
encourage children to take a ‘digital detox’ from content
creators and influencers, and instead, keep in touch with
friends and family — which is generally a far healthier use
of these platforms.

LI 1 #"ﬁ

m ~ |4 MODELGOOD ,
BEHAVIOUR 5 4

Consider the habits that you're demonstrating to your
children. How much time do you spend on your phone?
How much do you ‘doomscroll’? Comparing your own
usage with the child’s could put things into perspective
for them - or if it turns out that you're also overusing
social medig, it can turn screentime reduction into a joint
mission, which you and the child can work on together.

4 REDUCE SCREENTIME 4%

Young people can sometimes be unaware of the
exact amount of time they spend looking at social
media. Smart phones don‘t just have the capacity to
monitor screentime; they also record how much time is
spent on each app. Consider setting targets to reduce
this and support children to meet these goals, gradually
reducing the amount of time spent on different apps.

R Sias
S FILL THE VOID

Monitoring and reducing screentime can create
alot of free time to fill, and young people can even
face withdrawal symptoms when made to step away
from their phones. To mitigate this, consider what offline
activities you could introduce the child to, and what they
would enjoy. This can ensure that young users will
permanently cut down on their screentime, rather than
temporarily doing so while they know it’s being
monitored.

= -

1o BE CLEAR ON
THE “WHY” ® -

Research shows that young people can become N
addicted to social media. There are many schools

that are moving towards being ‘phone free’ due to the
negative impacts of using social media and phones
continuously. It's important to explain to young people
why managing screentime is important. Set out the
benefits and ensure they have all the relevant
information, so it’s not just seen as a punishment.

Meet Our Expert _ ; The

John Insley is a senior leader in a Birmingham secondary school and has i o

vast exper)i,ence in leading schools over tghe past 15 yeqrsy— including the l J NGtIOhCﬂ
development of computing curriculums across primary and secondary » CO“e e®
schools, writing e-safety policies and supporting schools with J 9
computing and e-safety advice.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.

For further guides, hints and tips, please visit nationalcollege.com. Trigger Warning: This guide contains mention of suicide, which may be distressing for some readers.

In today’s digital world, it's increasingly common for children to form friendships with people
they’ve never met in person. While online connections can offer children a sense of belonging,

WHAT ARE
THE RISKS?

4

ONLINE GROOMING
THREATS =

Predators can use games, chat apps or

social media platforms to build relationships
with children and gain their trust. This may
quickly develop into grooming or exploitation.
Between April 2017 and March 2023, UK police
recorded nearly 34,000 online grooming
offences — an 82% increase in just five years.

&

B
EXPOSURE TO
INAPPROPRIATE CONTENT

Children may encounter distressing or

explicit material while interacting with

online contacts - especially via TikTok,
Instagram or Snapchat. This is evidenced in a
survey by the Children’s Commissioner for
England, which found that 45% of children aged
8 to 17 had seen content online that made them
feel uncomfortable, worried or upset.

-

PRIVACY AND
DATA RISKS

Children and young people often overshare \
personal details — such as where they live or

go to school — without understanding the
consequences. In fact, 4.4% of 10 to 15-year-olds
in the UK have met up in real life with someone
they’d only spoken to online.

e

they also carry significant risks. Around 19% of children aged 10 to 15 in England and Wales have
chatted online with someone they’ve never met face to face. This guide offers expert advice for
parents and educators on helping children navigate online friendships safely.

COMPROMISED
PERSONAL SAFETY

Meeting an online ‘friend’ in real life risks \~

placing a child in serious danger. From
abduction to coercion, the consequences can
be devastating. Reports of children being
harmed after such meetings are becoming
increasingly common in the UK, highlighting the
need for safeguarding intervention.

=
PSYCHOLOGICAL &
DISTRESS ‘

Online harm - such as cyberbullying, grooming
or exposure to disturbing content — can lead to
long-term emotional issues, including anxiety,
depression and PTSD. ‘Sextortion’ gangs, who
threaten to release sexual information about a
person unless they pay them money, have
reportedly targeted children as young as 11,
leaving them traumatised and ashamed.

T—

LONG-TERM
REPERCUSSIONS

Children exposed to harmful online
relationships early on may develop unhealthy
beliefs about relationships, consent, or
self-worth. In a recent case, a 26-year-old
posed as a girl on Snapchat to befriend children
aged 10 to 16, manipulating them into sexual
activity and causing profound emotional
distress. One 12-year-old tragically died by
suicide, highlighting the long-term
psychological harm online friendships with
strangers can cause.

-

TEACH SAFE ONLINE HABITS

Help children understand how to use privacy settings, protect their

personal information, spot fake profiles, and report anything suspicious

or concerning, like pressure tactics. Encourage them to think critically about
what they share — and whom they’re talking to.

I i all

KEEP CONVERSATIONS OPEN |

Let children know they can talk to you about their online life. Avoid reacting with
anger or judgement, as this may prevent them from opening up in the future. A
child who feels listened to is more likely to disclose problems before they escalate.

\ aly
Meet Our Expert
Gabriella Russo is a safeguarding consultant with over 30 years’
experience in supporting children, families, and adults across education,

local authority, and mental health settings — both in the UK (including at
Parliamentary level) and internationally.
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ENCOURAGE REAL-WORLD CONNECTIONS ~ &

Support children in building friendships through school, clubs, hobbies and
activities in the real world. Strong offline relationships help reduce children’s
reliance on online platforms for social interaction, and can help them develop
resilience and social confidence.

USE PARENTAL CONTROLS

Parental control settings on devices, games and apps can help manage screen time,
filter out inappropriate content, and monitor activity. While no system is perfect, they
provide a valuable layer of protection as children explore digital spaces.

The
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

Feeling a genuine sense of belonging is essential for the emotional and social development of children and young people. Belonging significantly
boosts self-esteem, resilience, and mental wellbeing, reducing feelings of isolation and anxiety. This guide provides practical strategies to help
parents and educators cultivate inclusive environments, enhancing both academic outcomes and overall happiness among young people.

’,.- y CELEBRATE INDIVIDUAL
DIFFERENCES

Acknowledge and celebrate the uniqueness cf
every child. Promoting diversity and inclusiori
creates an environment where differences are
valued rather than stigmatised. This
acceptance empowers children to confidently
express their identities and feel genuinely
included, fostering a robust sense of belonging
h"? within both school and home settings.

R -

> CONSISTENT
COMMUNICATION

Regularly communicate and actively listen to
children, showing genuine interest in their
thoughts and experiences. Creating open
communication channels helps young people
feel heard and valued. This approach not only
builds trust but also reinforces children’s
perception of themselves as a vital part of their
family, school and community.

|
3 MEANINGFUL
PARTICIPATION

Give children opportunities to actively
participate and contribute, whether in
classrooms, at home, or in community
activities. Meaningful participation helps
children feel their input matters, reinforcing a
sense of purpose and value. Including them in
decisions and responsibilities enhances their
gmsswm  self-worth, promoting a deeper sense of
belonging and inclusion.

FOSTER STRONG <%

RELATIONSHIPS

. Support and encourage positive relationships
between peers, educators, and families. Strong,
healthy relationships significantly impacta
child's sense of belonging, providing emotional
support and reducing feelings of loneliness.
Facilitate social interactions through group
activities, teamwork, and collaborative learning
to strengthen these vital connections.

4

i o CREATE ®
INCLUSIVE SPACES )

Design environments that reflect diversity and
are welcoming for everyone. Inclusive spaces
where all children see themselves represented
can dramatically improve their feelings of
safety and acceptance. Consider classroom
displays, books, and resources that celebrate
e gt various cultures, abilities, and backgrounds to
el 4 visibly reinforce inclusivity and belonging
= s .

Meet Our Expert

R
¢ MODEL POSITIVE @&
BEHAVIOUR »

Adults play a crucial role by demonstrating
inclusive, empathetic, and respectful
behaviours. Modelling positive interactions and
attitudes sets a clear standard for children to
follow. Children are likely to replicate inclusive
behaviour, creating a supportive community
atmosphere where everyone feels accepted and
valued for who they are.

- IH

- BUILD EMOTIONAL
LITERACY

Teach and encourage emotional expression
and understanding among children. Developing
emotional literacy enables young people to
articulate their feelings and empathise with
others. An emotionally intelligent environment
cultivates mutual respect and compassion,
fostering a deeper sense of belonging and
interpersonal connection within groups.

an W
g SUPPORT PEER _
MENTORSHIP \

Encourage peer mentorship or buddy systems
within educational settings. Peer support
enhances feelings of connectedness and
security, reducing feelings of isolation. When
children support one another, they naturally
build community bonds, nurturing a supportive
culture where belonging and friendship thrive.

W —
RECOGNISE EFFORTS
REGULARLY

Consistently acknowledge children's
contributions and achievements, however
small. Recognition reinforces a child's
understanding that their presence and efforts
are important. Celebrating individual and
collective successes helps cultivate a positive
environment where children feel acknowledged,
motivated, and deeply connected to peers and
adults around them.

il : \

{6 ADDRESS BULLYING
PROMPTLY ]

Quickly address any incidents of bullying.
Promptly intervening demonstrates a clear
commitment to an inclusive and safe
environment. Creating a culture where incidents
are swiftly and effectively addressed reinforces
trust, security, and a sense of belonging for
everyone involved.

9

The

Anna Bateman is Director of Halcyon Education Ltd and Director for

.
Wellbeing and Family Services at Leigh Trust. With extensive experience in thlond|
systemic mental health in schools, she supports educational leaders across ‘_ w Co“ege®

the UK to develop inclusive, resilient, and supportive learning environments.
Anna is also the lead expert for mental health at The National College. -
Source:See full ref-eEe._r{;e':Iist on guide page at: nationalcollege.com/guides/fostering-a-sense-of-belonging i E! i‘. i ! E"-. o
_%7.:‘.57 g o b
X @wake_up_weds I} /wuwthenationalcollege @wake.upwednesday d* @wake.upweds

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 07.05.2025




